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Abstract: In view of the fact that most of the existing range query schemes for fog-enhanced IoT cannot achieve both
multi-dimensional query and privacy protection, a privacy-preserving multi-dimensional secure query scheme for
fog-enhanced IloT was proposed. Firstly, the multiple ranges to be queried were mapped into a certain query matrix. Then,
auxiliary vectors were constructed to decompose the query matrix, and then the auxiliary vector was processed by BGN
homomorphic encryption to form a query trapdoor. Finally, with the homomorphic computation utilized by an IoT device
terminal, the query trapdoor could be matched to its sensor data. Spatial complexity could be effectively reduced with the
used specific auxiliary vectors. The confidentiality of sensor data could be ensured and the privacy of user’s query mode
could be protected by the homomorphic encryption property. Experiments results show that the computational and com-
munication costs are relatively low.
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20)  spe c,f:e(g,h)rkz

21) @y < Build(cy, si, %)
22) return wy
23) end function
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1) function FDProcess(wy, Ef(n))

2)  while k=1 ton do

3) ¢y« Parse(wy)
4) 0; < 0;Ck
5) end while
6) g« ET—(n)
Gi

7) (i« Build(o;, w1, 02, +, @p)

8)  return ;

9) end function
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1) function UserProcess((;, &, -, &)

2)  whilei=1tondo

3) o; < Parse((;)

4) Si, 82,7, 8,0

5) VD <0

6) if Decrypt(o; = 0)

7) W1, W2, ", o < Parse((;)
8) while 1 to k£ do

9) Sk, 'k «— Parse(wy)
10) Sy,L S, Sk

11) end while

12) VD++

13) else

14) < NULL

15) end if

16)  end while

17) return S, Sy,-, S,, VD

18) end function
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